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The content presented in this presentation is intended for educational and 
informational purposes only. The aim is to promote awareness, understanding, and 
responsible behavior in the realm of cybersecurity and digital privacy.

Please note that the presenter and the organizers do not endorse or encourage any 
illegal or unethical activities related to the information shared during this 
presentation. Any actions taken by individuals or organizations based on the 
information provided are solely at their own risk and responsibility.

By attending this presentation, you acknowledge and agree to use the information 
responsibly and in accordance with applicable laws and ethical guidelines. The 
presenter and the organizers shall not be held liable for any consequences arising 
from the misuse of the information shared.

Disclaimer
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WEB LAYERS DEFINED

• Surface Web - Roughly 4.2 Billion 
Websites

• Indexable by Google

• Deep Web – Estimated to be 400 
to 500 times larger than the 
Surface Web

• Sites “typically” not indexed by 
search engines

• Only roughly 4 percent indexed by 
Google

• Config files and honeymoon pics

• Dark Web – 25,000 to 30,000 sites
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Dark Web Uses
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• Darknet Search Engines

• Assassination Markets

• Drug Trafficking 
• Silkroad etc.

• Guns

• Human Trafficking

• DIY Criminal Guides

• Cyber-espionage Tools and 
Zero-day Exploits

Un-Surprising Uses of the 
Darknet
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• Hacking Firewalls is for the movies

• Data Breach Information 

• Login Credentials

• YankeesAugust1974

• Personal Identification – SS#, Drivers #, 

• Credit Card Value: over $100 per card

• Card Type (AMEX, Mastercard, Visa 
etc.)

• Credit Limit

• Cardholder’s Location

• Amount of info (CVV, billing address etc)

• Medical records: $100 to 
$1,000s 

• Health insurance information and 
detailed medical history

Your Personal Info for Sale
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• Authentic unicorn tears

• Vampire Friendly Sunblock

• Invisibility Cloaks

• Time Travel Insurance

• Rent a Pigeon for untraceable 
message delivery

• Mermaid Repellent

Trying to Find that Unique Gift
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• Red Room

• Live-Stream Pay torture and murder

• The Human Experiment

• Scientists performing unethical 
experiments on kidnapped individuals

• Silk Road

• Shutdown in 2013 

• Ross Ulbrich

• The Cannibal Café

• The Silent House 

• Private footage from home and public 
places

MYTH LEGEND OR TRUTH?
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Next Level Sophistication 
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• Freelance Hacking 

• Cicada 3301 – Recruitment tool

• Series of Complex puzzles that first appeared 
in 2012. 

• Message concealed in another image. 

• MI6 Recruitment puzzle

• British Secret Intelligence Service launched 
recruitment campaign in 2013

• Solving directed you to recruitment 
website

• Anonymous 

• Reported to use the dark web to recruit 
members

TALENT RECRUITMENT
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Unpeeling Garlic and Onion
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• Invisible Internet Project (I2P)

• Garlic Routing – Clove 1, Clove 2, Clove 
3

• Distributed Network of Computers

• Nodes are responsible for providing 
encrypted, one-way connections to and 
from.

• Designed as a peer-to-peer network

• Hidden sites are called eepsites (.I2p)

• The Onion Router (TOR)

• Routing referred to as Onion Routing

• Volunteer operated relay servers/nodes

• Being a node “donates bandwidth ”

• Typically browser connect to a min of 3 
nodes

• Sites end in .onion

• Both are overlay and require software

Garlic and Onion
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Encryption in Onion Routing
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Tor Circuit Identity 
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• Privacy and Anonymity

• Tea Party

• Journalism and Whisteblowing 

• Open Source whistleblower submission 
system for media organizations

• Used by the Guardian, The New York 
Times, The Washington Post, 
ProPublica  and others

• Circumventing Censorship

• Secure Communication Services

• Proton mail, chat services

• Cybersecurity Research

• Pure entertainment

Ethical Uses



© 2023  ePlus inc. Confidential and Proprietary. 

• https://www.bbc.com

• https://www.bbcnewsd73hkzno2ini43t4gblxvycyac5a
w4gnv7t2rccijh7745uqd.onion

• https://www.facebook.com
• facebookwkhpilnemxj7asaniu7vnjjbiltxjqhye3mhbshg

7kx5tfyd.onion

WWW.WHAT?

https://www.bbcnewsd73hkzno2ini43t4gblxvycyac5aw4gnv7t2rccijh7745uqd.onion/
https://www.bbcnewsd73hkzno2ini43t4gblxvycyac5aw4gnv7t2rccijh7745uqd.onion/
https://www.facebook.com/
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• Ahmia
• http://juhanurmihxlp77nkq76byazcldy2hlmovfu

2epvl5ankdibsot4csyd.onion/
• Haystack

• http://haystak5njsmn2hqkewecpaxetahtwhsbs
a64jom2k22z5afxhnpxfid.onion/

• Torch
• http://xmh57jrknzkhv6y3ls3ubitzfqnkrwxhopf5

aygthi7d6rplyvk3noyd.onion/
• DuckDuckGO

• https://duckduckgogg42xjoc72x3sjasowoarfbgc
mvfimaftt6twagswzczad.onion/

• Hidden Wiki
• http://zqktlwiuavvvqqt4ybvgvi7tyo4hjl5xgfuvp

df6otjiycgwqbym2qad.onion/wiki/

HEY GOOGLE! “Sorry I didn’t get that”

http://juhanurmihxlp77nkq76byazcldy2hlmovfu2epvl5ankdibsot4csyd.onion/
http://juhanurmihxlp77nkq76byazcldy2hlmovfu2epvl5ankdibsot4csyd.onion/
http://juhanurmihxlp77nkq76byazcldy2hlmovfu2epvl5ankdibsot4csyd.onion/
http://haystak5njsmn2hqkewecpaxetahtwhsbsa64jom2k22z5afxhnpxfid.onion/
http://haystak5njsmn2hqkewecpaxetahtwhsbsa64jom2k22z5afxhnpxfid.onion/
http://xmh57jrknzkhv6y3ls3ubitzfqnkrwxhopf5aygthi7d6rplyvk3noyd.onion/
http://xmh57jrknzkhv6y3ls3ubitzfqnkrwxhopf5aygthi7d6rplyvk3noyd.onion/
http://xmh57jrknzkhv6y3ls3ubitzfqnkrwxhopf5aygthi7d6rplyvk3noyd.onion/
https://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twagswzczad.onion/
https://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twagswzczad.onion/
http://zqktlwiuavvvqqt4ybvgvi7tyo4hjl5xgfuvpdf6otjiycgwqbym2qad.onion/wiki/
http://zqktlwiuavvvqqt4ybvgvi7tyo4hjl5xgfuvpdf6otjiycgwqbym2qad.onion/wiki/
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Why do we care? I’m not in the 
market for guns or drugs….
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Introducing the hacker…
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• DDoS Attacks

• Exploits targeting Infrastructure

• Suxtnet Worm

• Sale of Customer Data

• Ransomware as a Service 
(RaaS)

• Botnet Services

• Darknet VPN and Proxy 
Services

• Compromise of Employees

THREATS To Operators and Enterprises
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Hacking as a Service (HaaS)
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Ransomware as a Service
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DDoS as a Service
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Bring your Own Bot (BYOB)
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Limiting Risks and Defending 
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• Tor Browser

• Open Source Intelligence (OSINT)

• Maltego, Shodan, theHarvester

• Network Forensic Tools

• Wireshark, NetworkMinor, Xplico

• Trawler

• UK’s National Crime Agency scrapes 
data

• Memex

• Developed by the US Defense 
Advanced Research Projects 
Agency (DARPA)  to search and 
index

• Palantir

• Honeypots

Law Enforcement Combat 
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• Sixgill

• CyberSprint /  Darktrace

• Sift Science

• Recorded Future

• Cymmetria

• Solid Security Posture 

Engineer’s Combat Arsenal
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• Currently most operate with 
a reactive approach

• Sixgill, Recorded Future, 
Cymetria

• Data Collection Crawling

• Data analysis via advanced 
analytics, Natural Language 
Processing (NLP) and 
Machine learning to 
determine threat indicators

• Provide actionable threat 
intelligence.

• Cyber threats planned attacks, 
stolen data etc.

• Automated Alerts

How Does it Work?
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Cyberwarfare and Rise of the 
Machines
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Increasing Leverage  with Artificial Intelligence 

• AI and Natural Language Processing (NLP)

• Generative Pre-trained Transformer (GPT)

• Anomaly Detection

• Threat Intelligence

• Phishing Detection

• Incident Response

• Security Awareness Training

• User and Entity Behavior Analytics

• Malware Detection and Analysis
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REDEFINING “Script Kitty”
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ChatGPT - Refusal to Assist 
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Reword the Question 



© 2023  ePlus inc. Confidential and Proprietary. 

Reword the Question 
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Reword the Question
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Conclusion and Next Steps

• The ”Internet” can generally be classified with three primary layers, the 
Surface web, the Deep web and the Dark web

• All of us, knowingly or unknowingly, have been utilizing the "Deep Web" in our 
online activities.

• The Dark Web offers legitimate use cases, such as supporting whistleblowers 
and circumventing government restrictions, but also introduces significant 
security concerns.

• The risks of serious security risks to our networks

• Artificial intelligence is set to escalate the situation, enabling both highly sophisticated 
attacks and advanced tools for detecting and thwarting such attacks.

• Engineers must enhance their knowledge of the tools and techniques available to 
address the potential risks associated with the Dark Web, employing solutions like 
Recorded Future, Cymmetria, CyberSprint, and being intentional with understanding 
their security posture and working to limit risks and increase visibility
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