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MTCO Communications Company Info

DBA Metamora Telephone Co (ILEC), Marseilles
Telephone Co (ILEC), MTCO Communications
(CLEC)

Metamora Telephone was purchased in March
1945 by the Rauh Family who own the
business to this day. Metamora Telephone
Company was incorporated as a local exchange
carrier for both the Metamora and
Germantown Hills exchanges.

The Marseilles Telephone Co was purchased in
1985, which was first incorporated in 1895.
Only fourteen years after the first patent was
taken out by Alexander Graham Bell.
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Your Attack Surface

Cybersecurity is a very large topic. | will not be covering:

= The NIST or MITRE frameworks

= Securing Cloud Services

= Supply Chain and Third-Party Vendors
= Software Supply Chain

= Physical Security

" |nsider Threats

= Mobile Device Security
= Shadow IT

While these ALL are legitimate areas of concern, the vast majority of attacks are
targeting your publicly exposed servers, workstations, email assets, etc.




Things are NOT getting better... quite the contrary:

Chinese APT Exploits BeyondTrust APl Key to Access U.S. Treasury Systems and Documents
https://thehackernews.com/2024/12/chinese-apt-exploits-beyondtrust-api.html Dec 31st, 2024
US adds 9th telecom company to list of known Salt Typhoon targets
https://therecord.media/nine-us-companies-hacked-salt-typhoon-china-espionage Dec 27th,
2024

Salt Typhoon forces FCC's hand on making telcos secure their networks
https://www.theregister.com/2024/12/06/salt_typhoon fcc proposal/ Dec 6", 2024 Federal
Communications Commission (FCC) wants to force telecoms operators to tighten network security
in the wake of the Salt Typhoon revelations, and to submit an annual report detailing measures
taken.

Too small to get hacked? Half of all Ransomware Attacks This Year Targeted Small Businesses Half
of all Ransomware Attacks This Year Targeted Small Businesses Nov 15", 2024

Ransomware attack’s devastating toll on hospital patients’ health
https://cyberguy.com/security/ransomware-attacks-devastating-toll-hospital-patients-health/
Nov 7th, 2024 When healthcare providers lose access to diagnostic equipment or patient records
due to ransomware, patient care is severely disrupted. For example, stroke code activations nearly
doubled during hospital attacks, with confirmed strokes increasing by 113.6%. Cardiac arrest cases
also rise by 81%, and survival rates drop from 40% to just 4.5%.

The biggest data breaches in 2024: 1 billion stolen records and rising
https://techcrunch.com/2024/10/14/2024-in-data-breaches-1-billion-stolen-records-and-
rising/?guccounter=1 Oct 14", 2024

National cyber director warns of ransomware, Chinese infrastructure attacks and cyber supply
chain concerns https://therecord.media/national-cyber-director-coker-warns-ransomware-
supply-chain-attacks-china-critical-infrastructure Oct 9th, 2024

Chinese Hackers Operate Undetected in U.S. Critical Infrastructure for Half a Decade (Volt
Typhoon) https://thehackernews.com/2024/02/chinese-hackers-operate-undetected-in.html Feb
8th, 2024

The numbers for 2024 are mind boggling:

National Public Data, where hackers claim to
steal 2.9 billion personal records.
Ticketmaster data breach where hackers
allegedly stole 1.3TB of customer data files.
Change Health Group healthcare data breach
with 100 million affected.

AT&T data breach with 73 million affected
users.

Ransomware attack on Synnovis, a U.K.
pathology lab with 300 million affected users.




Al... making the bad guys BADDER

At this point in time, whom have the new Al tools helped more? The

good guys or the Dr. Evil’s of the world?

Al Could Generate 10,000 Malware Variants, Evading Detection in 88% of Case
https://thehackernews.com/2024/12/ai-could-generate-10000-malware.html
Microsoft, OpenAl Warn of Nation-State Hackers Weaponizing Al for Cyber Attacks
https://thehackernews.com/2024/02/microsoft-openai-warn-of-nation-state.html

GenAl is powering the coming tsunami of phishing attacks that are effectively
nullifying traditional phishing defenses and obsoleting legacy MFA.
https://thehackernews.com/2024/01/there-is-ransomware-armageddon-coming.html

Hacking Made Easy
Hacking Made Easy with Al Help Wrke 8 python ser

Finding Vulnerabilities - Attackers can prompt ChatGPT about potential

vulnerabilities in websites, systems, APls, and other network components.

Exploiting Existing Vulnerabilities - Can provide attackers with the

technological information they need about how to exploit an existing

vulnerability. For example, a threat actor could ask ChatGPT how to

test a known SQL injection vulnerability in a website field. ChatGPT will

respond with input examples that will trigger the vulnerability.

Writing Phishing Emails - ChatGPT can be prompted to create - 3

authentic-looking phishing emails across a wide variety of languages and . S B

writing styles. ‘i:ii;f?‘:i‘:;:iii:ii‘“"“‘“"‘”"“”“‘“’” -

Identifying Confidential Files - ChatGPT can help attackers identify files :

with confidential data.

zipfile.2ipFile(



My definition of Cybersecurity

A significant amount of work,
effort and expense....

=



My definition of Cybersecurity

A good amount of work, effort
and expense....

All so NOTHING happens!!!

V.



— There are two types of
pain you will go through
in life, the pain of
discipline and the pain of
regret. Discipline weighs ounces while
regret weighs tonnes.






The Lone Wolf approach is a very bad idea.

If there is an incident, do you
want to be the sole person
responsible?

Would you rather stand in
front of the company board by
yourself... or as a team?

| tend to think of myself
|~ ™as a one man wolf pack.




Where to start?
Step 1: Form a Cybersecurity team with
diverse job roles and backgrounds.
It shouldn’t be all super techie people although - -1
you obviously need those as well. Our team I“HTY“B
includes our CFO, technical support team A ; % ) f—fh'_

manager and COO. We have 6 members total. 7
We started out meeting every three weeks but T
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now meet monthly as we have completed the
majority of our priority projects.

v BUT SOMEONE HAS TO DO IT

.




Step 2?

Many competing ideas out there. Some might recommend a process akin to: performing
a complete network audit; logging all current OS and used software versions; record what
data or processes could be exposed on various connected equipment. Then focus on
securing the most important data and processing (aka “the crown jewels”).

Or maybe the first recommended step is making sure you have good backups in case you
do get hacked? (This may allow you to restore your network but doesn’t recover your

data if it is stolen.)

Technical people tend to only think about technical
solutions (Firewalls, IDS/IPS Systems, etc.) |

@ If not these, then what is the
Fes et sare YES, | LOVE TECHNOLOGY.




Home Crime Allegory

Imagine...
« Houses broken into for decades,
usually through a window

« Owner responds by getting
stronger doors and more door
locks

« Law enforcement, community
associations, Consumer Reports,
recommend stronger door
defenses

If you want to stop break-ins you need to

This is the way most IT defenders work close the holes thieves use to break-in

From Roger Grimes: A Master Class on Cybersecurity



A Better Step 2? A Data Driven Defense

* Most people and organizations don’t fight the biggest
threats with the first and best defenses.

* Isn’t a better approach to look at the data showing the
top ways hackers successfully breach networks and then:
“put the right defenses, in the right places, in the right
amounts, against the right threats.” |

Now we’ll review the top 4 threats
@and examine some helpful tools.

Aldazzling display of/logic:



How Ransomware Attacks

Top Ransomware Root

#1

Remote
Exploit Ca uses (In order) Social Unpatched server Password Credential Third
|Report Name engineering | software attack RDP Guessing Theft Party USB Other
e Social Engineering Coveware Report 30% 18% - 45% - - 5%
Statisca 54% E 20% 10% -
" R D P Atta C kS Forbes magazine article 1st 2nd - 3rd - - =
- Unpatched Software D_attc's Report _ 54% - - 20% 21% 10% - -
Hiscox Cyber Readiness 65% 28% - - 19% 39% 34% - -
e Password Attacks |sophos Report 45% 5 21% 9% . . 9% 7% 9%
Averages 50% 23% 21% 24% 20% 20% 22% 7% 7%

e Other

Verizon’s 2024 Data Breach Investigations Report (DBIR)
« 68% of breaches involved a non-malicious human element, like a person falling
victim to a social engineering attack or making an error.
« 14% of breaches involved the exploitation of vulnerabilities as an initial access step,
almost triple the amount from last year’s report.

V.




TOP FIVE CRIME TYPE COMPARISON¢*

Top Five Crime Types Compared with the Previous Five Years

FBI's most recent Internet g
Crime report: |IC3 report L s

15,421 2021

13,633 2020

Phishing/Social Engineering The —

I 2016

#1 Root Cause Behind Most Cyber ororton. R 3
Crimes

76,741

I o5
| e
I :: .78

108,869
61,832

Non-Payment/
Non-Delivery

|
|
| R

45,330

Personal Data
Breach

38,218

. EEH&
1, 00457

% Phishing I, 222072

241,342

114,702




BREAKING IN?

Today's adversaries no longer "break
in"; they "log in" — leveraging
compromised credentials to gain
access and blend seamlessly into
their targets. Once inside, they exploit
legitimate tools and processes,
making them difficult to detect as
they pivot across domains and
escalate privileges. 90-95% of hacks
involve identity compromises.




#1 Priority is to Create a Reliable
HUMAN FIREWALL
But...

The “curse of knowledge” is a cognitive bias that occurs when
someone is trying to communicate information to another
person, but falsely assumes that the other person has the
same level of knowledge or understanding of the topic. This
can lead to the communicator overestimating the other
person's understanding of the subject, and thus not providing
enough detail or explanation. As a result, the message may

- not be understood or interpreted correctly, leading to
confusion and frustration.



#1 Priority is to Create a Reliable Human Firewall
But...

Not only is there a knowledge problem... people are forgetful
and need constant reminders for the important stuff.

https://blog.knowbe4.com/its-a-fact-cyberattacks-continue-
because-your-users-forget




So how do we rectify the “curse of knowledge”
and forgetfulness?

1) We need to acknowledge that the curse of knowledge exists
In every communication, especially in cybersecurity.

2) Have empathy for your users, put yourself in their shoes
and address their needs.

3) Simplify the message and make it as concrete as possible.

4) Measure the success or failure

5) Adapt the training accordingly

6) Repeat




It is imperative to train your employees to be the first line of defense.

This is often called the human firewall and this is priority #1.

So, what is needed is a platform that provides testing and appropriate education in
recognizing phishing and social engineering threats. The platform should be automated,
have multiple creative media options and keep metrics on users performance.

35%

® — AVG 33.2% KnewBe4

30% Initial Baseline Phish-prone “' Train Your Users

s _ Percentage (Pre-Training)
o o The world's largest library of security awareness training content. Automated
E training campaigns with scheduled reminder emails.
-t AVG 18.5%
e .
= W |_ 3 Months Later
e 1% «J Phish Your Users
[=]
_
o 10% 12 Months Later Best-in-class, fully automated simulated phishing attacks, thousands of
G 0
:.c‘ﬂ AVG 5,4 /o templates with unlimited usage, and community phishing templates.
o s% I I I |
@
0% I - lii; See The Results

O EvraEEl 4 5 6 7 8 9 10 11 12+

Hining Paey Months Enterprise-strength reporting, showing stats and graphs for both training and
1 Based on 12.5 Million Users o
phishing, ready for management. Show the great ROI!

Source: 2023 KnowBed Phishing by Industry Benchmarking Report

====—=== Hote: The initial Phish-prone Percentage is calculated on the basis of all users evaluated. These users had not
received any training with the KnowBed console prior to the evaluation, Subsequent time periods reflect
Phish-prone Percentages for the subset of users wha received training with the KnowBed console.



Priority #1- Employee Training and Testing

But... If your current phish testing does
not include spear phishing testing, you

probably have a false sense of security. EVERY}HING 1S FINE

A new, HUGE, very important, fact has been gleaned by Barracuda Networks, which should impact
the way that EVERYONE does security awareness training. Everyone needs to know about this fact
and react accordingly.

This is that fact: "...spear phishing attacks that use personalized messages...make up only 0.1% of all
email-based attacks according to Barracuda’s data but are responsible for 66% of all breaches.”

Vendor Email Compromise Attacks Against Financial Services Surge 137% Last Year
https://abnormalsecurity.com/blog/financial-services-vec-trends-2023

>>Fighting spear phishing attacks is the single best thing you can do to prevent breaches.<<




Tracking results

ANIDAN

Phishing Security Tests - Last 6 Months .
Harnessing the power of Al for good

49 Clicks, 0 Replies, 5 Attachments Opened, 0 Macro Enabled, 0 Data Entered, 0 QR Codes Scanned, 0 with AIDA (Artificial Intelligence
Callback, 0 Callback Data Entered, 525 Reported Driven Agent). Automatically creates Al-
30% Driven Phishing and Al-Recommended
Learning. Think of it as your own Al
SEN ENN BND GND GEN GED GEN GEN GEN GNP SRLRNN SEN SEN GEN GHF GEP SED SED SED SN S phishing assistant that automatically
| chooses the best phishing test for each
20% [ - user, at that moment. When you use Al-

Driven Phishing, you essentially create a
unique phishing campaign for each of
your users to make sure every user
10% receives simulated phishing tests
personalized to their individual level. It
analyzes user data such as the number of
failed phishing security tests, the types of
0% attack vectors in those failures, how often
suspicious emails are reported through

Phish-prone %

Clicks ® Replies ® Attachments Opened the Phish Alert Button, the frequency and
@ Macro Enabled Data Entered QR Codes Scanned recency of training completions, and
@® Callback @ Callback Data Entered Reported more.
-8 Phish-prone % mm |ndustry Average




KnowBe4 Free phishing test: https://www.knowbe4.com/free-
cybersecurity-tools/phishing-security-test KnewBes4

Did you know that 91% of successful data Sign up for your Free Test
breaches started with a spear phishing attack?

Find out what percentage of your employees are Phish-prone™

with your free phishing security test. Plus, see how you stack up
Last Name*

against your peers with the new phishing Industry Benchmarks!

Business Email*

IT pros have realized that simulated phishing tests

are urgently needed as an additional security

layer. Today, phishing your own users is just as Company Name*

important as having antivirus and a firewall.

It is a fun and an effective cybersecurity best

practice to patch your last line of defense: USERS. Phone*

Why? If you don't do it yourself, the bad actors will.




How Ransomware Attacks

Top Ransomware Root ' H2 Remote
: : Social [ Unpatched | server Password Credential Third
Exploit Causes (in order) peportmame ~ engincering software | attack  ROP Guessing Theft pay use Other
* Social Engineering | Coveware Report . 30% | @ 18% - |as% | - | - | - | - 5%
|Statisca 54% - - - 20% - 10% - - -
* RDP Attacks |Forbes magazine article 1st _ 2nd - | 3rd = = I = e o
. | Datto’s Report - s54% |\ - _ - 20% 21% | 10% @ - - -
UnpatChEd Software |Hiscox Cyber Readiness ~ 65% | 28% - - 19% | 39% 3% - @ -
* Password Attacks |sophos Report o oasw \ -/ num e - - 9% 1% 9%
e Other I Averages 50% 23% 21%  24% @ 20% | 20% @ 22% 7% 7%




Priority #2- Operating system and software updates and patching.

No one can patch everything perfectly all at once

There were 25,226 publicly announced vulnerabilities last year

Problem Summary — Patching Compliance Example

Only 2% to 4% were used against any company

2 e = | ‘ ‘ | | Vulnerabilities aren’t truly “critical” risks until there is known exploit code and

it is being used in the wild
KNOWN EXPLOITED VULNERABILITIES CATALOG

https://www.cisa.gov/known-exploited-vulnerabilities-catalog

https://www.linkedin.com/pulse/cisa-says-fix-right-stuff-now-roger-grimes/

“Every single organization in the world should immediately monitor CISA’s vulnerability catalog
(,ji (https://www.cisa.gov/known-exploited-vulnerabilities-catalog) and follow their timeline

recommendations. It’s not perfect. It won’t stop early attackers or zero day attacks. But it’s a huge step
in the right direction that everyone (not just government organizations) should follow.” (Roger Grimes)




Priority #2- Operating system and software updates and patching.

® PDQ iS an exce”ent tOO| for m Products Use cases Resources Pricing
this task

https://www.pdg.com/
* Install silently Healthy, up-to-

 Deploy almost anything (Execute date machines —

scripts, Copy over needed files, ]
Force reboots) automati Ca”y
° Execute remOtely (POWEfShE", Streamline your Windows patch management and
Registry fi|e’ etc) software deployment processes — whether you
. . . manage 50 machines or 5,000.
* New client based option gives

; control of non-domain devices.

ESET is another option.

Schedule a demo




So... all my publicly exposed systems are patched and updated.
Now what?

« Areyou sure? How do you
really know?

e At some pointin this
process, you need to
perform vulnerability scans
and penetration tests of
your publicly exposed
network resources.
Preferably by a reputable
third party. *“E :

Gicardl o LSER
TR WS
L

STINKY PETE’S
BAIT SHACK,
ACGDUNTING AND
CYBERSECURITY

e |
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So... all my publicly exposed systems are patched and updated.
Now what?

« We have had a very good experience with Vantage Point
Solutions out of South Dakota who offer a host of
Cybersecu rity assessments:

e External Penetration and Vulnerability Assessment
e Internal Penetration and Vulnerability Assessment
 Malware Detection Assessment

 Ransomware Readiness Assessment

 Many others...

« The education we gained working through the various reports
was incredibly helpful, and really primed us to keep moving
forward. This was money well spent.

@




Since new vulnerabilities come out all the time, you MUST
continue to scan on a regular basis.

« |deally, after a robust audit and assessment you will want to do regular
scans to stay up to date and discover any issues that pop up.

« All joking about “government help” aside... An excellent option for
ongoing scanning is to utilize CISA's vulnerability scanning (done weekly)
and web application scanning (done monthly). They are truly interested
in providing helpful tools and services to combat ransomware and data

exfiltration. And the service is FREE for critical infrastructure providers

(that be you!). When government offers to provide
. - . . a service for the good of society.
The nine most terrifying words in the English

language are, "I'm from the Government and I'm
here to help.”

(’)E CYBERSECURITY & /=)
INFRASTRUCTURE ({55

SECURITY AGENCY

\W
.' D

-

AMERICA’S CYBER DEFENSE AGENCY




CISA’s Vulnerability Scanning Services

Email us at vulnerability@cisa.dhs.qov with the subject line "Requesting Cyber Hygiene
Services" to get started.

CISA's Vulnerability Scanning (VS) is persistent "internet scanning-as-a-service". VS service continuously assesses the
health of your internet-accessible assets by checking for known vulnerabilities, weak configurations—aor
configuration errors—and suboptimal security practices. VS service also recommends ways to enhance security

through modern web and email standards. VS service includes:

¥ Target Discovery identifies all active internet-accessible assets (networks,
systems, and hosts) to be scanned.

¥ Vulnerability Scanning initiates non-intrusive checks to identify potential
vulnerabilities and configuration weaknesses.

(’)E




CISA’s Web Application Scanning Services

CISA's Cyber Hygiene Web Application Scanning is "internet scanning-as-a-service." This service assesses the "health”
of your publicly accessible web applications by checking for known vulnerabilities and weak configurations.
Additionally, CISA can recommend ways to enhance security in accordance with industry and government best

practices and standards.

SCANNING OBJECTIVES

B Maintain enterprise awareness of your publicly accessible web-based assets

®  Provide insight into how systems and infrastructure appear to potential
attackers

¥ Drive proactive mitigation of vulnerabilities to help reduce overall risk

@ Email us at vulnerability@cisa.dhs.qov with the subject line "Requesting Cyber Hygiene
Services" to get started.




CISA’s Remote Penetration Testing Services

Penetration testing can be conducted from an external and/or internal view. A Rules of Engagement is drafted and

signed by both parties that describe the scope of the engagement. Standard practices include:

¥ Potential vulnerabilities tested based on the potential level of damage and in
coordination with the customer

The pen tester shall remain in constant communication with the technical point
of contact throughout the engagement

Penetration tests will only occur during agreed upon scheduled times on pre-
determined systems

If a system is successfully penetrated, the pen tester will provide verification
either by the placement of a file or screen shots

(’]E You can find their complete list of cyber services here:
https://www.cisa.gov/resources-tools/services




CYBERSECURITY &
INFRASTRUCTURE
SECURITY AGENCY

AMERICA’S CYBER DEFENSE AGENCY

CISA has many other helpful free tools and services at:

« https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
« https://www.cisa.gov/resources-tools/programs/Incident-Response-Training

« https://fedvte.usalearning.gov/public_fedvte.php

Fix the known security flaws in software. Check the CISA Known Exploited Vulnerabilities

(KEV) Catalog for software used by your organization and, if listed, update the software to the
latest version according to the vendor’s instructions. Note: CISA continually updates the KEV
catalog with known exploited vulnerabilities.

Subscribe to CISA's email vulnerability alerts:

Subscriber Preferences CISA Adds One Known Vulnerability to Catalog
Subscriptions Preferences Questions 08/06/2023 12:30 PM EDT

Subscriptions
You are subscribed to the following topics:

Topic ChecktoDelete CISA has added one new vulnerability to its Known Exploited Vulnerabilities Catalog, based on evidence of active
exploitation.

Cybersecurity Advisories
Emergency Communications
Incident Response s CVE-2023-33246 Apache RocketMQ Command Execution Vulnerability
National Cyber Awareness System Alerts

National Cyber Awareness System Analysis Reports
National Cyber Awareness System Current Activity

National Cyber Awareness System Tips

Reducing the Significant Risk of Known Exploited Vulnerabilities

0O0ODO0OO0OO0oOO0O0o oo

Vulnerability Bulletins



Other Scanning Options

« For ongoing external and internal scanning, another option is to utilize your own
vulnerability scanner. Nessus Scanner by Tenable is one of the most popular:
https://www.tenable.com/products/nessus

« The Essentials version is free and allows you to scan up to 16 IP's. After 90 days, those IP’'s
can be replaced if they haven't been scanned in that time frame .

CRITICAL HIGH MEDIUM LW INFO
PLEASE

Vulnerabilities Total: 59
SEVERITY  CVSS  PLUGIN  NAME DO not th TOV
9.8 20007 SSL Version 2 and 3 Protocol Detection cigarette bu{_ 1. i
7.5 35291  SSL Certificate Signed Using Weak Hashing Algorithm ) #
75 42873 SSL Medium Strength Cipher Suites Supported (SWEET32) - 1n ﬂle unnﬂl .
EE cs /8479 sSLv3 Padding Oracle On Downgraded Legacy Encryption Vulnerability o It makes them
(POODLE)
m 6.5 51192 SSL Certificate Cannot Be Trusted Sﬂw and hard
% VI 65 104743 TLS Version 1.0 Protacol Detection : : h
SN BIEMM 65 157288 TLS Version 1.1 Protocol Deprecated tO‘l'e-].lg L




Other Scanning Options

Internal network scanning can also help with device inventory. Sometimes those
forgotten devices can bite you. This is also why you need network segmentation.

Remote Encryption Attacks Surge: How One Vulnerable Device Can Spell Disaster

» Remote encryption (aka remote ransomware), as the name implies, occurs when a
compromised endpoint is used to encrypt data on other devices on the same network.

> In October 2023, Microsoft revealed that around 60% of ransomware attacks now involve
malicious remote encryption, with more than 80% of all compromises originating from
unmanaged devices.

» Remote Encryption Attacks Surge: How One Vulnerable Device Can Spell Disaster
(thehackernews.com)




If only there was a tool

preloaded on almost every

Windows workstation that

gave me remote access to
all it's resources... yeah,
that would be awesome.




How Ransomware Attacks

Top Ransomware Root '  Remote
. - Social Unpatched server Credential Third
Exploit Causes (in order)_ Report Name |eeivection | metimere | s | | mpe: idunsin] Thedt | pate| ues | other
* Social Engineering |Coveware Report oo30% 1% - | I I S R I 5%
| Statisca 54% - - _ 20% - . 10% [ - - -
= RDP AttaCkS |Forbes magazine article 1st | 2nd | - [ 3rd | - - | - - - _
. | Datto’s Report . 54% 2 _ = 20% | 21% | 10% @ - - - |
UnpatChEd Software |Hiscox Cyber Readiness ~ 65%  28% -\l - |f19% | 39% | 3% | - | - |
* Password Attacks |sophos Report  as% 0 - 2% \ e | - | - 9% 1% 9% |
e Other | Averages 50% 23% 21% 24% 20% | 20% @ 22% 7% 7%




Windows RDP- Otherwise known as... Remote Disaster Protocol

= While there have been some improvements over the years, RDP remains one of
the most widely abused tools, and for good reason. RDP comes pre-installed on
most Windows operating systems (All but Home version). Combined with the fact
that the use of compromised credentials is rampant, and that single-factor
authentication is the norm, it’s no mystery why attackers love it.

 RDP played a part in an eye-watering 95% of attacks, an increase from 2022 (when
it featured in a previous all-time high 88% of attacks). Internal use featured in 93%
of cases and external use was seen in 18% of cases. This is against 86% and 22%
respectively for 2022.

e The way in which attackers used RDP is worth noting. In over three quarters (77%)
of incidents involving RDP, the tool was used only for internal access and lateral
movement — a significant increase from 65% in 2022.

Sophos 2023 Active Adversary Report for Tech Leaders

leaders/?cmp=181747&utm source=eloqua&utm medium=email&utm campaign=2023-08-AMER-USA-

; https://news.sophos.com/en-us/2023/08/23/active-adversary-for-tech-

Active-Adversary-Report-Email-181747&utm content=cta




Priority #3- Secure RDP on your Network

Rule #1- Only allow via VPN connections. Never on a public IP.
Rule #2- Enforce two-factor authentication.

Rule #3- If you are not using RDP then it should be disabled on
every workstation (can be controlled via group policy).

If you are using it and are not sure how to secure it, | would
highly recommended using an alternate solution like Bomgar
that provides logging and 2FA capabilities.




Priority #3b Segment off WiFi access into a guest account.

« Don't allow WiFi connections that directly connect to your
*corporate network just by having the WiFi password.

« We segmented all WiFi access and conference room hard wired
connections into a separate guest network.

« Creates a little inconvenience as we now have to VPN in when
connected via WiFi but allowing direct WiFi connections on the
corporate network is just too risky.

* That is, the same network as your workstations and servers.

(’)E




How Ransomware Attacks

Top Ransomware Root
Exploit Causes (in order) ;..o name

* Social Engineering  |covewarereport
Statisca
* RDP AttaCkS :Forbesmagazineartide

. Datto’s Report
Unpatched Software msm"‘c;emeadmss '

* Password Attacks Sophos Report
* Other - fwerages




Priority #4- Secure your passwords and accounts

« Your typical user does not like to spend time thinking about
creating secure passwords. They want EASY. This means:

> Simple, non-complex passwords

» Password reuse across multiple sites

» Written lists of passwords on the desk or

> Plain text password lists stored on the computer
> Passwords stored in the web browser.

All of these are NO BEUNO!




Priority #4- Secure your passwords and accounts

Identities are vulnerable. As already stated, the regular attacker doesn't
hack into the systems. They just log in, using compromised credentials,
and rampage through the systems (including Active Directory) if left
unchecked.

Data supports this claim: The latest CISA analysis shows that using "valid
accounts was the most prominent technique used across multiple
tactics." These credentials were not only used for initial access but also to
navigate laterally through networks and escalate privileges. Astonishingly,
valid credentials were identified as the most prevalent successful attack
technique in over 54% of analyzed attacks. This emphasizes the
importance of safeguarding digital identities as a fundamental defense

strategy.




Priority #4- Secure your passwords and accounts

According to IBM X-Force’s latest Threat Intelligence Index:

> Nearly 1in 3 Cyber Attacks In 2023 Involved The Abuse of Valid Accounts.

> This represents a seventy-one percent increase compared to 2022.

> "As defenders increase their detection and prevention capabilities, attackers are finding
that obtaining valid credentials is an easier route to achieving their goals, considering
the alarming volume of compromised yet valid credentials available—and easily
accessible—on the dark web.”

What was the root cause of the Colonial Pipeline attack? Attackers got into the Colonial Pipeline network
through an exposed password for a VPN account. (Obviously no MFA)
Microsoft's latest email breach- Beginning in late November 2023, the threat actor used a password spray
attack to compromise a legacy non-production test tenant account and gain a foothold.

« Midnight Blizzard succeeded because Microsoft violated two basic cybersecurity rules: Make sure all

accounts use powerful passwords, and close all unused accounts.

» https://www.computerworld.com/article/3712380/russia-hacks-microsoft-its-worse-than-you-think.html

Atlassian experienced a data leak due to the misuse of stolen employee credentials. This incident occurred

(,)ngen threat actors used credentials from an old employee to access data from a third-party vendor, Envoy.




Priority #4

Secure your passwords
and accounts

NVIDIA is releasing the
RTX 5090 at the end of
January 2025 that is
supposed to be twice as
powerful of the 4090.
This is likely to cut these

times in half.




Priority #4- Secure your passwords and accounts

« To mitigate password spraying attacks, *brute force password attacks and **dictionary attacks, you
MUST use a password manager.

«  Password aging is also highly recommended, but less important if you incorporate 2FA.

« Keep work and personal emails account separate. Don't use your work email for personal accounts.

«  We use Bitwarden but several other options (like 1Password) are great as well.

«  From personal experience | would avoid Lastpass.

«  We individually trained each user on setting up their accounts. Now they love it and can't live without it.

« Have a defined process in place to remove old employee account credentials.

«  Other advantage of a password manager: It allows you to not Put Real Answers Into Your Password
Reset Questions. Most of that info is available on social media!

. Run KB4 Active Directory Weak Password Test https://www.knowbe4.com/free-cybersecurity-tools/weak-password-
test

. Run KB4 Browser Password Inspector https://www.knowbe4.com/free-cybersecurity-tools/browser-password-

inspector

*In a brute force attack, hackers employ tools to methodically try every possible password combination, which means that a weak,
seven-character password can be cracked in just a few minutes, while a more complex, 16-character password that includes
symbols and numbers may take months, years, or even longer to crack.

**|n dictionary attacks, hackers use a predefined list of common words or passwords to guess the right combination, making this

@method particularly effective against frequently used or simple passwords.




Your ATTACK SURFACE
An attack surface refers to the sum of all possible points
(known as attack vectors) where a hacker can try to access your systems.




Here are some fairly simple to run and FREE tools that can help you
examine your ATTACK SURFACE that | have found helpful..

#1 Zscaler Internet Threat Exposure Analysis

» This tool analyzes an organization's environment to cyber risk posture.
It scans security stack to find common intrusion and data exfiltration
methods left exposed. It is safe to use and runs within the browser. It
won't introduce malware and doesn't access data or change settings.

> http://securitypreview.zscaler.com/




secuUrity Assessment

04 09

Failed Passed

Apply to Threat Prevention and Access Control test

Zscaler Report

Data Protection

03 o1

Falled Passed

Anply 1o Data Protection test

B Testing shows you are not inspecting encrypted traffic for security threats, which puts your organization at higher risk.

Assessment

SECURITY
Threat Prevention

9 Detect a phishing attack
Q Prevent cross-site scripting
6 Detect common virus encrypted over SSL

6 Block an executable (.exe) download

This checks if you can access one of the latest validated phishing sites uncovered
by Phishtank.com.

This tests if your browser can be compromised by a website that has been infected
with malicious code.

This basic test downloads a benign file containing an EICAR wirus test file from an
HTTPS (551 encrypted) website.

This tests iH\?u can download .exe files from websites that use a content delivery
network (CDN). A CDN makes you vulnerable to mabvare.



S.0.S (Stuff off Search)- You can’t protect what you don’t know about. Censys

#2 Censys Search https://search.censys.io/ is a web-based search platform for assessing attack
surface for Internet connected devices. No account needed or software to download.

Using Censys, it took me all of 30s to find a publicly exposed system running RDP, FTP, and many other publicly
exposed assets:

For Getting Started

L Remote Desktop = Community
1»¢) Connection Microsoft windows _ lllinois, United States

( file-sharing ) remote-access )( network-administration ) al for users looking to get

General Display Local Resources Experience  Advanced 135/DCERPC 139/NETBIOS 445/SMB B8389/RDF 5985/HTTP
Logon settings 17778/HTTP 47001/HTTP Free
& L Enterthe nam= ~F #he memnde cnemee b
Windows Security X

L

Computer:  Enter your credentials

What's included:

Username:  These credentials will be used to connect to 204.42.16.173.

You will be as Admininstrator

[ Remember me ¥:\>ftp 204.42.16.167 o
g 6 ° 0.4/s AFI Rate Limit

More choices o 1User
oK o 1Week Host History

0 APl Access for 60 days




#3 SHODAN https://www.shodan.io/

A key capability of Shodan is its use as an attack surface reduction tool, with the ability to read any
number of Internet connected targets, including ICS and lloT. By pulling back banners of Internet
connected devices, Shodan can find any combination of search filters to narrow search results to
specifically target potentially vulnerable devices.

Provides a wealth of additional detailed information:

Postfix smtpd

228

258-
258-
258-
25a-
25@-
25a-
258-
258-
258-
25a-

258

L

nagicsxi ESMTP Postfix (Ubuntu)
nagicsxi
PIPELINING

SIZE 18248888

VRFY

ETRH

STARTTLS
ENHANCEDSTATUSCODES
SBITMIME

DSH

SMTPUTF&

CHUNKING

CVE-2022-
23943

CVE-2022-
22721

CVE-2022-
22720

CVE-2022-
22719

CVE-2021-
44790

Cut-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to

overwrite heap memory with possibly attacker provided data. This issue affects Apache HTTP Server
24 version 2.4.52 and prior versions

m If LimitXMLRequestBody Is set to allow request bodies larger than 350MB (defaults to 1M) on 32
bit systems an integer overflow happens which later causes out of bounds writes. This issue affects

Apache HTTP Server 2452 and =arlier

Apache HTTP Server 2452 and earlier fails to close inbound connection when errors are

encountered discarding the request body, exposing the server to HTTP Request Smuggling

m A carefully crafted request body can cause a read to a random memory area which could cause

the process to crash. This issue affects Apache HTTP Server 2452 and earlier.

A carefully crafted request body can cause a buffer overflow in the mod_lua multipart parser
(rparsebodyl) called from Lua scripts). The Apache httpd team is not aware of an exploit for the
vulnerabilty though it might be possible to craft one. This issue affects Apache HTTP Server 2.4.51 and

earlier.



Human error. Conquered.

Do You Know How Many of Your Users' Emails Have Been Leaked or Exposed to Potential Hackers?
Many of the email addresses and identities of your organization are exposed on the internet and
easy to find for cybercriminals. With that email attack surface, they can launch social engineering,
spear phishing and ransomware attacks on your organization.

Our free Email Exposure Check finds leaked or breached emails before they become compromised.
Using new breach data intelligence from SpyCloud, EEC Pro leverages one of the largest and most
up-to-date breach data sources to help you proactively protect your organization from
compromised credentials. This is done in two stages:

» First Stage: Deep Web Search- Does deep web searches to find any publicly available organizational data.
This will show you what your organizational structure looks like to an attacker, which they can use to craft
targeted spear phishing attacks.
» Second Stage: Finds Exposed Credentials- Finds any users that have had their account information exposed
in any of several thousand breaches. These users are particularly at-risk because an attacker knows more
about that user, up to and including their actual passwords!
» See also https://haveibeenpwned.com/ and/or NPD Breach Check - Pentester.com %




KnewBe4

#4b: KnowBe4's Password Exposure Test Human errar. Conauered.

Key Lesson from Microsoft's Password Spray Hack: Secure Every Account
Compromised password scans: Even strong passwords can become compromised if end users reuse them on personal devices, sites, or
applications with weak security. Implementing tools to continuously scan your Active Directory for compromised passwords can help

identify and mitigate potential risks.

https://thehackernews.com/2024/03/key-lesson-from-microsofts-password.html|

Here's how the Password Exposure Test works:

e Checks to see if any of your organization's
email addresses have been part of a data
breach

e Tests against 10 types of weak password
related threats associated with user
accounts

® Checks against breached or weak
passwords currently in use in your Active
Directory

® Reports on the accounts affected and does
not show/report on the actual passwords

e Just download the install, run it, get results
in minutes!

Password Exposure Test | KnowBe4

Here's how the Weak Password Test

works:

® Connects to Active Directory to
retrieve password table

e Tests against 10 types of weak
password related threats

e Displays which users failed and
why

® Does not display or store the
actual passwords

e Just download, install and run.
Results in a few minutes!

Weak Password Test | KnowBe4

Here's how Breached Password Test

works:

® Checks to see if your company
domains have been part of a data
breach that included passwords

® Checks to see if any of those
breached passwords are currently
in use in your Active Directory

e Does not show/report on the actual
passwords of accounts

e Just download the install and run it

® Results in a few minutes!

Breached Password Test | KnowBe4

=




Kne@wBe4

KnowBe4's FREE Email Exposure Check Pro (EEC) Human error. Conquered.

Your EEC Pro Reports

We will email you back a
summary report PDF of the
number of exposed emails,

identities and risk levels found.

You will also get a link to the
full detailed report of actual
users found, including breach
name and if a password was
exposed.

Email Exposure Check Pro

Risk Distribution
Report Date: 2024-02-10

97%

Exposed

Very High | High | Medum

45 17 59

Emails Found Identities Found Unique Breaches

VERY HIGH RISK  [& DATA FOLIND [ BREACH W PASSWORDS

Users were found in publicly available breaches that contain either cleartext passwords or password
hashes. Credential information such as this makes these users prime targets for attackers who may be
able to use just this data alone to gain unauthorized access to systems. The breach may also contain
sensitive personal information that can be used for social engineering.

Emails: 23 Identities: 12

HIGH RISK [W DATA FOUND W BREACH

Results were found in publicly available breaches that could contain sensitive personal information. This
information can be used to create a sophisticated social engineering attack against individuals or an
organization.

Emails: 22 Identities: 5



DeHashed- Protect your organization with Breach Monitoring

MONITOR YOUR DIGITAL IDENTITY, AND BE THE FIRST TO KNOW WHENEVER A NEW BREACH

DATA MONITORING TO
PROTECT YOUR




#5 Testing your corporate phishing filters with KB4 MSA

- ——-  Mailserver Assessment (MSA)

v ) Spoofed Emd (From addrezs)
With email still the #1 attack vector, do you know if hackers can get through your mail filters?

. @ Email w Punycode Domain {IDN Hamagraph)

KnowBed's MSA tool tests your mailserver configuration by sending 40 different types of email message tests that check the
effectiveness of your mail filtering rules. Get insight at how your mailserver handles different message types including email
with attachments that contain password-protected, macro zipped, and .exe files or have spoofed domains.

<)

Excel File w/ M
Here's how MSA works: el File w/ Macro

Excel File w/ Macro (Zipped)

100% non-malicious packages sent

* Select from 40 automated email message types to test
against

* Saves you time! No more manual testing of individual email
messages with MSA's automated send, test, and result status

s \alidate that your current filtering rules work as expected

Results in an hour or less!

Excel File w/ Macro (Zipped w/ Password)

PowerPoint

S8 0

PowerPoint w/ Macro

PowerPoint w/ Macro (Zipped)
PowerPoint w/ Macro (Zipped w/ Password)
PDF File

S o080

PDF File w/ JavaScript

PDF File w/ JavaScript (Zipped)

(I <

PDF File w/ JavaScript (Zipped w/ Password)

Executable (Dialog Box)

<

Executable (Dialog Box) (Zipped)



The mousetrap for your network... honeypots .

A simple and FREE Intrusion Detection Tool TIIIII}IKﬁT

Thinkst- OpenCanary

OpenCanary is a daemon that runs canary services, which trigger alerts
when the system is interacted with. The alerts can be sent to a variety of
sources, including Syslog, emails, etc. The idea is to setup the RPi to look
like an easy target. Maybe something like a QNAP NAS device.

Create a Security Honey Pot with OpenCanary and a Raspberry Pi 3. Place Honeypots in
segmented VLAN'’s: https://bobmckay.com/i-t-support-networking/hardware/create-a-
security-honey-pot-with-opencanary-and-a-raspberry-pi-3-updated-2021/

|




The mousetrap for your network... honeypots

Thinkst- CanaryTokens A S ONRENS TIIIII}IKﬁT

Canarytokens are a free, quick, painless way to help defenders discover they've been breached by having
attackers announce themselves.

“One of the most important things to talk about here is
that in each of the cases we’ve seen, the threat actors are
taking the type of first steps’ that someone who wants to 2022 1H2023
UI.vderstand (and control) your environment would take,” PowersShell 24.34% 78.75%
Cisco’s Hazel Burton wrote. “Examples we have observed
include threat actors performing a ‘show config,” ‘show
interface,” ‘show route,” ‘show arp table’ and a ‘show net.exe 27.63% 41.25%
CDP neighbor.’ All these actions give the attackers a
picture of a router’s perspective of the network, and an
understanding of what foothold they have.” PsExec 44.08% 32.50%

a) What Are LOLBins? - SOC Prime

Most Frequently Observed LOLBins

cmd.exe 50.00% 51.25%

Task Scheduler 28.29% 40.00%




A quick note on Active Directory

Active Directory servers: The ultimate attacker tool

= What we found is that the median time-to-AD for all attacks was 0.68 days —
about 16 hours. It would appear that attackers are making a concerted effort
to move laterally to AD servers as quickly as possible, and with good reason.
Throughout the course of our investigations we find that most AD servers are
only protected with Microsoft Defender, or sometimes not at all.

= Unfortunately, adversaries have become very adept at disabling Defender. In
fact, we've seen a steady rise of this technique (T1562, Impair Defenses) being
used over the last three Active Adversary Reports. In 2021, this technique was
observed in 24% of cases, rising to 36% in 2022, and continuing to rise to 43%
in the first half of 2023. --

Active Directory




Malware simulation tools-

How does your virus/malware protection actually perform?

= KnoweBe4 RanSim

Our free ransomware software tool will find out how vulnerable your network is to common
ransomware and cryptomining attacks.

Is your network effective against ransomware infections when employees fall for social engineering
attacks?

"RanSim" software gives you a quick look at the effectiveness of your existing network protection.

=  KnowBe4 BreachSim

See how easy is it for bad actors to penetrate your system and exfiltrate your data with BreachSim
Data exfiltration is the new name of the game for cybercriminals, who have used it in a staggering
90% of all cyber attacks. IBM’s 2023 Cost of a Data Breach Report found that only a third of data
breaches were detected internally, with the rest being notified by attackers or third parties.

The stakes have never been higher to protect your organization’s data.

With this in mind, KnowBe4 is introducing a new free tool, BreachSim, to identify your network's
vulnerabilities and empower you to get ahead of the hackers to shore up your cyber defenses.
BreachSim is a free tool that exposes the sobering risk landscape you face without the proper
protective measures. The results help you find the weaknesses in your security infrastructure and
see first-hand the importance of training employees.



This is where you need to invest some SSS buying a quality product
with advanced capabilities like EDR or preferably MDR.

All this said, a good firewall system with workstation protection is still an important line of defense.
Here is where you will spend some $$$.

It is important to invest in a system that provides some type of EDR (Endpoint Detection AND
Response). This means all work stations running the EDR client communicate back to the firewall.
This allows the firewall to isolate the workstation if it detects an issue.

EDR client advantages.

. EDR logging options and data lake aggregation and lookups.

. EDR client shows status, enables isolation.

. EDR can enforce application blocking.

«  EDR provides more control like the ability to disable USB ports.

A step up from EDR systems are XDR (Extended Detection and Response) systems that go beyond
the endpoint pulling in rich network, email, cloud*, and mobile* data sources to give you an even

broader picture of your cybersecurity posture.
his falls more into managed

services like:

« Threat Hunting- Proactive 24/7 hunting by our elite team of threat analysts. Determine the
potential impact and context of threats to your business.

-+ Response- Initiates actions to remotely disrupt, contain, and neutralize threats on your behalf

to stop even the most sophisticated threats.



One of the primary reasons managed services can be very helpful.

Ransom gangs may show a preference for attacking at ;
the end of the week — often complicating necessary y

+ \h)\.
efforts to reach out to not only tech teams but 4 2£.++ :‘t 3 ++ FEIRN
business leadership. A2 % pd 4-3—4 \

 The data revealed something new and unpleasant 19 ++ 5
when we analyzed the time of day at which these 18 fide -
ransomware attacks were being deployed. (We \ 17 +7
focused on ransomware attacks because they have L 16t +% 5
the most reliable and objective indicators.) 15 +y

e |t’s 1:00am on a Friday night — where are your Walr 1"2' 11 19 '-
incident responders? e

Business hours in target time zone (8am-6pm M-F)
Before / after business hours in target time zone
B Workweek attacks ™ Weekend attacks (6pm Fri-12am Mon)

(’)E




Let’s ask the Wizard... does ChatGPT agree?

You
if i am not currently doing anything for cybersecurity at my business, what are the first 5 things i
should do?

Q ChatGPT

For a business just starting with cybersecurity, the first five steps should include:

Conduct a Security Audit: |dentify what data you have, where it is stored, and how it is protected.
Implement Strong Password Policies: Ensure passwords are complex, changed regularly, and

use multi-factor authentication.

Update and Patch Systems: Regularly update all software to protect against known
vulnerabilities.

Train Employees: Educate staff about cybersecurity risks and best practices, including
recognizing phishing attempts.

Install Security Software: Use firewalls, antivirus, and anti-malware software to protect your

network and devices.

These foundational steps can significantly enhance your business's security posture.



#1 Employee Training

Phishing, Social

Engineering

#2 Patching and
Updating
Software applications,
Operating Systems.

#3 Password Security
Password Managers, No
Text file lists, No weak
passwords.

-~

A comprehensive
strategy will
encompass these

: 7/ areas. \'

#4 System Backups

Full/incremental,
Offsite, Immutable.

#5 Network
Segmentation

WiFi Isolation, IDS,
Honeypots

#7 Incident
Response Plan
Creation
Tabletop exercises,
Red Team/Blue Team

#6 Regular Security
Assessments and
Vulnerability Scans




The incremental improvement approach.

Copyrighted Material -
#1 NEW YORKV TIMES BESTSELLER

Tiny Changes,
Remarkable Results

~,

OVER

An Easy & Proven Way .
to Build Good Habits |(1MILION
& Break Bad Ones - SOLD

| Jamegﬁglear

British Cycling- Had not won a single gold medal in the
Olympics since 2008. In 110 years, no British cyclist had ever
won the event.

All that changed when they hired Dave Brailsford as their
performance director in 2003.

He had a relentless commitment to a strategy he called “the
aggregation of marginal gains”. Which was simply searching
for tiny margins of improvement in everything you do.

Five years after Brailsford took over, they took home 60% of
the gold medals available in the 2008 games. In the 2012
games they set 9 Olympic records and 7 world records.

In 2013, Bradley Wiggins became the first British rider to win
the Tour de France. Over the next 6 years they won it 5 more
times.

Small habits can make a big difference over
time. Even just a 1% improvement. If you can
get 1% better every day then:
1.013%°=37.78% improvement over the
course of the year.



The incremental improvement approach.

Cyber Attack Prevention and Mitigation- Take the incremental improvement approach
and score your company against the top 7 categories and ask, “What can we do to get a
little better in each of these categories?”
1) Conduct regular employee training (6)
a) To get to a 7: Complete employee IRP training and policy.
2) Patching Internet-accessible software (7)
a) To get to a 8: Deploy PDQ.
3) Get your password security under control (5)
a) To get to an 6: Deploy a password manager and make sure all employees utilize it.
4) Perform regular system backups (6)
a) To get to a 7: Test restoring a single server.
5) Network segmentation (4)
a) To get to a 5: Place all workstations and servers in a separate VLAN.
6) Conduct regular network security assessments (5)
a) To get to a 6: Finish clean-up of current scan vulnerabilities.
7) Incident Response Planning (3)

a) To get to a 4: Test plan against a ransomware attack on a single NIEY [ I SN
workstation. S5 ERSN L




Some Final General Tips

Since attacks often happen on weekends. Logout and shut down when you
leave work on Friday if possible.

Review Reports at least monthly. For example: KnowBe4 riskiest users, Firewall
reports, etc.

Baseline your normal network conditions: Know typical log sizes, Bandwidth
usage, etc. Doesn't take as long as you think and provides a good reference if
something goes sideways.

Remove Microsoft quick assist.

Use multifactor everywhere you can. Preferably via a OTP app, not SMS as its in
the clear. Site recent guidance from government about encrypted
communication.

Use a separate PC or laptop for banking, financial, retirement account access.
Keep it shut down when you're not using it. Use a VPN when connecting online.
Segment your home network.

Virus Total- Can check links and submit software for AV testing.



Brian Kettman

digiMAX
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